Nudopmanuonnas namsaTka
JJISl MOBbIIIEHNSI MHPOPMALMOHHON IPAMOTHOCTH 00yYAKOIIMXCH

C KaXXIAbIM TI'OJOM MOJOACKHU B HHTCPHCTC CTAHOBUTHLCA 6OJIBIHC, a
MKOJbHUKKM OJHH HN3 CaMbIX AKTHUBHBIX MOJIb30BaTENCH PYHGTa. MC)KIIY TCM,
IIOMHMO OI'POMHOI'0 KOJIHNYCCTBA BOBMO}I(HOCTGﬁ, HHTCPHCT HCCCT U HpO6JI€MI>I.
OTa namsaTKa JOJDKHA ITIOMOYb TeOe Oe30macHo HaXOAUTHCA B CCTH.

KoMmnbroTepHble BUPYChI

KoMnproTepHBI BUPYC — 3TO Pa3sHOBHUIHOCTH KOMIIBIOTEPHBIX IMPOIPAMM,
OTIMYUTEIHHON OCOOEHHOCTHIO KOTOPOH SIBIISIETCSI CITIOCOOHOCTD K Pa3MHOXKEHHIO.
B nomonHeHue K 3TOMy, BUPYChl MOTYT NOBPEAUTDH WJIU MOJHOCTBIO YHUYTOXKUTH
Bce (hailyibl U JaHHBIE, TOAKOHTPOJIBHBIE MTOJIB30BATENIO, OT UMEHU KOTOPOIo Oblia
3alylleHa 3apaXEHHas MporpamMMa, a TakKe IOBPEIUTh WIM AK€ YHUUYTOXKUTH
OIEpaIIOHHYI0 CUCTEMY CO BceMHu (ailiamu B 1esioM. B GOJIbIIMHCTBE CilydaeB
PacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metozp! 31Tl OT BPEIOHOCHBIX IIPOrpamMM:

1. Mcnionb3yi  COBpEMEHHBIE  ONEPALMOHHBIE  CHCTEMBI, HMEIOLIUE
CEPBE3HBIM YPOBEHD 3aLUTHI OT BPEIOHOCHBIX IPOTPAMM.

2. IloctossHHO ycTaHaBiaMBail mauTd (UKM(pPOBBIE 3aIUIATKH, KOTOPHIE
ABTOMATUYECKM YCTAHABJIMBAIOTCA C LENbI0 JOPA0OTKH MPOTPaMMBbI) U APYrHe
OOHOBJICHHSI CBO€Hl omepaloHHOM cucTeMbl. CkauumBailT HX TOJBKO C
opummanbHoro caira paspadborunka OC. Ecinm  cymectByer — pexum
aBTOMATHYECKOTr0 OOHOBJIEHUS, BKIIFOUH €TO.

3. Paborail Ha cBoeM KOMIIBIOTEpE MO/ TpaBaMH IOJb30BATENsA, a HE
aJIMUHUCTPATOpa. OTO HE TMO3BOJUT OOJIBUIMHCTBY BPEAOHOCHBIX IPOTrpPaMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE.

4. cnionb3yl  aHTUBUPYCHBIE IPOrPaMMHBIE  IPOAYKTBI  U3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMAaTHICCKUM OOHOBJICHHEM 0a3.

5. Orpanuub (HU3NYECKUN AOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIUII.

6. Mcnonb3yil BHEIIHUE HOCUTENM MH(OpPMALMU, Takue Kak (Iielka, JUCK
WM (paill U3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB.

7. He oTkpbIBall KOMIBIOTEpHBbIE (ailyibl, MOJYyYEHHbIE M3 HEHAAEKHBIX
MCTOYHUKOB. Jlaxke Te (haiisipl, KOTOpbIE PUCIAT TBOW 3HAKOMBIN. Jlyunie yrouHu
y HEro, OTIPaBJIsI JId OH TeOe uX.

Cern WI-FI

Wi-Fi — 3T0 He BHJ mnepeiayu JaHHBIX, HE TEXHOJOIHS, a BCErO JIHUIIb
openn, mapka. Eme B 1991 rony HuaepnaHackas KOMIAaHHS 3aperHCTpUpoOBaja
opena "WECA", uro o6o3navano cioBocoueranue "Wireless Fidelity", kotopsrit
MEePEBOAUTCS Kak "OecpoBOAHAS TOUHOCTH'.

Jlo Hamero BpeMeHH JouuIa Apyras abOpeBuarypa, KOTOpasi SBISETCA
TaKo# ke TexHosorueit. Ito ab6pesuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO AaHO
C HaMEKOM Ha CTaHIApT BBICIIWI 3ByKoBoW TexHuku Hi-Fi, yTto B mepeBoje
O3HayaeT '"BbICOKAsi TOYHOCTH'.



Ja, 6ecruiaTHBIM MHTEPHET-A0CTYI B Kade, OTEJSIX U adporopTax SBISECTCS
OTJINYHOM BO3MOKHOCTBIO BbIXOJIa B MHTEepHET. HO MHOTHME SKCHepThl CUMTAIOT,
gyT0 obmeaoctynHbsle Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeThl 110 6€30IaCHOCTH paboTe B 00IIEAOCTYIIHBIX ceTssx Wi-fi:

1. He mepenaBaii cBOIO THYHYI0 HH(OpMaLnio depe3 odmenoctymubie Wi-
Fi cetn. PaGoTast B HHUX, jKeJaTeJIbHO HE BBOAWUTH MMAPOJH AOCTYIA, JOTHHBI U
KaKue-TO HoMepa.

2. Ucnonb3yit 1 0OOHOBIIANM aHTUBUPYCHBIE POTpamMMBbl U Opanamayep. Tem
caMbIM ThI 00€30Maculllb ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPOMCTRO.

3. Ilpu wucnonws3zoBanuu Wi-Fi otkmoun ¢ysknuio "OOmmii moctynm K
darinam u mpuHTepam". JlaHHas (QyHKOHS 3aKphITa MO YMOJTYAHHIO, OJIHAKO
HEKOTOPHIE TTOJIH30BATEIN aKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIONH30BaHUS B paboTe
WM y4eoe.

4. He wucnonw3yit nyomuunbii WI-FI nns mepenaum JUYHBIX JaHHBIX,
HaIrpyMep JJIs BBIX0JIa B COIIMAIBHBIC CETH WIJIH B DJICKTPOHHYIO ITOYTY.

5. Mnonp3yi#t ToJIbKO 3amuiieHHoe coenuHenue yepe3 HTTPS, a ne HTTP,
T.¢. Iipu Habope Beb-aapeca BBOAU UMEHHO hittps://.

6. B moOunpHOM Tenedone otkmoun ¢ynkuuoo "Tlogkmouenne k Wi-Fi
aBToMarndecku". He pomyckaif aBTOMaTHYECKOrO IMOJKIIOYCHHUS YCTPOMCTBA K
cersm WIi-Fi 6e3 TBoero cormacus.

ConmnajbHble CeTH

CounasibHbIe CETH aKTUBHO BXOJSAT B HAIIly KU3Hb, MHOTHE JIIOJIA pabOTaIOT
U KUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUJIITUAP/ YETIOBEK,
YTO SIBJISIETCA OJHOM CEIbMOM BCEX KUTEJIEH IIaHEeThl. MHOTME OIb30BaATENIN HE
MOHUMAIOT, YTO HH(OpMAaIKs, pa3MeIleHHAas UMH B COIIMAIBHBIX CETSIX, MOXKET
ObITh HalJIeHA W KCIOJb30BaHA KEM YTOJHO, B TOM YHUCJE HE 00S3aTEIBHO C
OJlaruMu HAMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMAIIBHBIX CETSIX:

1. Orpanuuyb COHCOK fApy3ei. Y TeOs B JAPY3bsIX HE JOJKHO OBITh
CIIy4alHbIX U HE3HAKOMBIX JIFOJEH.

2. 3amumiaid CBOIO 4YacTHYIO Ku3Hb. He ykaspiBail maposiu, Tele(oHbI,
aiapeca, JaTy TBOETO POXICHHS W JPYrylo JIMYHYO  HHGOpPMAaIUIO.
3JI0yMBIIIUICHHUKH MOTYT HCMOJIb30BaTh Jaxe HMH(OpPMALUIO O TOM, KaK Thl U
TBOU POAUTENH TUIAHUPYETE MPOBECTH KAHUKYJIBI.

3. 3amuinaii CBOIO pemyTalnuio — JEpKU €€ B UYHUCTOTEe M 3aaaBail cebe
BOIIPOC: XOTEJI ObI Thl, UTOOBI APYTHE MOJIH30BATEIIN BUACIH, UTO ThI 3arpy’Kaeiilb?
[Toxymaii, mpesk/ie 4eM 4To-TO OIMyOJIMKOBaTh, HAIIMCATh U 3arPY3UTh.

4. Ecnu Thl TOBOPHUILB C JIFOAbMH, KOTOPBIX HE 3HACIIIb, HE UCIOIb3YH CBOE
peanbHOE UM U APYTYIO JIMYHYIO WHPOPMAIIUU: UMS, MECTO JKUTEIHCTBA, MECTO
yueObl U pouee.

5. U3sbGeraii pasmemenus ¢potorpaduii B iutepHeTe, rae Thl M300pa’keH Ha
MECTHOCTH, [0 KOTOPOU MOKHO OMPEACIUTH TBOE MECTOMOJIOKEHHE.

6. Ilpu peructpanmuu B CONMATBHON CETH HEOOXOIMMO HCIIOIH30BAThH

CJIOXXHBIC MMapOJik, COCTOAIIMUC 13 6yKB )41 HI/I(bp H C KOJIMYCCTBOM 3HAKOB HC MCHEC
8.



7. ns  couMalbHOM CETH, TMOYTHI M JPYTrUX CaMTOB HEOOXOIUMO
MCIIOJIb30BaTh pa3Hbie apoid. Toraa eciu Tedsi B3J0MAlOT, TO 3J0YMBIIIICHHUKH
MoJIy4yaT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbIE IEHbI'H

DJNEeKTpPOHHBIE NIEHBIHM — 3TO OYEHb YIOOHBIN CIOCOO TIaTeXeH, OHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJTYUYUTh 3T JICHBIH.

DNEeKTpOHHBIE JEHBIH MOSBUINCH COBCEM HEJJABHO U UMEHHO HM3-3a 3TOT0 BO
MHOTHX T'OCYAapCTBaxX J0 CUX MOP HE MPONUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHr (yHKIIMOHUPYIOT U O HUX YK€ MPOIMMCAHO B 3aKOHE, TIC
UX Pa3JeNSIIOT Ha HECKOJIBKO BHUJOB — aHOHMMHBIE U HE aHOHMMHbIE. Pa3zHuia B
TOM, YTO AHOHUMHBIE — 3TO T€, B KOTOPBIX pa3peliaeTcs MpOBOAUTh ONepauu 6e3
UJeHTU(UKAIIMY TIOJB30BATENsA, & B HECAHOHUMHBIX UICHTU(PUKAIIUU [TOJTH30BATES
SBIIETCS 0053aTEILHOM.

Taxke crenyer pa3iauyarh JJIEKTPOHHBIE (UATHBIE [JIEHBIH (paBHBI
rOCyJapCTBEHHBIM BaJIIOTaM) M SJCKTPOHHBbIE He(HUaTHbIC JEHBI'M (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIECKTPOHHBIMU JIEHbraMU:

1. [lpuBskum K cueTy MOOWIBHBIN TeneoH. DTO caMblil yNOOHBIA U
OBICTpBIN CMOCOO BOCCTAaHOBUTH JOCTYyn K c4yeTy. IlpuBszanHbiii TenedoH
MOMOKET, €CIM 3a0yAellb CBOWM IUIATSXKHBIA MAapOJb WM 3aiifiellb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA.

2. Ucnonp3yit omgHopasoBeie maponu. [locine nepexona Ha yCHICHHYIO
aBTOpHU3alMI0 TeOe yxe He OyJeT yrpokarb OMacHOCTb KpPaXH WM TepexBaTa
IJIaTEKHOTO HapoJIs.

3. Beibepu crnoxsbiii naposs. [IpectynmHukam OyJaeT HE TPOCTO yranuartb
CJIOKHBIN napoib. HanexxHsie maposiv - 3To napoiiv, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB W BKJIOYAIOT B €€0s CTPOYHBIC M TPOMHUCHBIE OYKBBI, HUPPHI U
HECKOJIbKO CMMBOJIOB, TaKHE KaK 3HAaK J0Jutapa, PyHTa, BOCKIUIATEIbHBINA 3HAK U
1.11. Hanpumep, $tRONg!

4. He BBOAM CBOM JIMYHBIE TAHHBIE HA CalTaX, KOTOPHIM HE JIOBEPSCILIb.

JJIEKTPOHHAA MOYTA

DJIEKTPOHHAS MOYTAa — 3TO TEXHOJIOTHS U MPEAOCTABISEMBIE €10 YCIYTH IO
NEPECHUIKE U MOJIYYEHHUIO SJIEKTPOHHBIX COOOIEHUN, KOTOPBIE paCIPEAEIISIIOTCS B
KOMIMBIOTEpHOU ceTh. OOBIYHO SJEKTPOHHBIA TOYTOBBIM SIIIUK  BBITJISIUAT
clenyomuM  o0pa3oM; HUMs_TOJb30BaTENsA(@HUMs_JIoMeHa. Takxke Kpome
nepeaur MpoCTOro TEKCTA, UMEETCS BO3MOXKHOCTD TIepe1aBaTh (haiJibl.

OCHOBHBIE COBETHI IO 0€30TaCHOM padOTe C AICKTPOHHON MOYTOM:

1. Hamo BbIOpaTh mNpaBUIIbHBIN TIOYTOBBIM cepBuC. B wuHTEpHETE ecTh
OTPOMHBIA BBIOOpP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JyUIlle JOBEPSTH
T€M, KOT0 3Haelllb U KTO IIEPBbIM B PEUTHHTE.

2. He yka3bIBaii B TMUHOM NouTe TU4HYI0 nH(opmanuio. Hampumep, mydie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nuu "pok2013" BmecTo "temal3".

3. Ucnonb3yil NBYXATaHYH aBTOPU3ALMIO. DTO KOrga MOMHUMO MapoJs



HY>KHO BBOJUTH KOJ, MPUCHIIaeMblii 1o SMS.

4. BpiOepu cioxHbIM maponb. s KakIoro Mmo4yTroBOro siuka JO0JHKEH
OBITH CBOM HAJCKHBIN, YCTOMYNBBINA K B3JIOMY IIapOJIb.

5. Ecnin ecTb BO3MOXHOCThb HamucaTh CaMOMY CBOW JIMYHBIM BOIIPOC,
HCIIOJIb3YH 3TY BO3MOYKHOCTb.

6. Mcnonb3yil HECKOJBKO MOYTOBBIX SIIUKOB. [lepBbli 11 YacTHOM
MEPEIUCKU € aJipecaraMy, KOTOPbIM Thl IOBEpsICIlb. JTO 3JIECKTPOHHBIN aJpec He
HAJI0 UCTIOIH30BATh MIPU PETUCTPAINH Ha PopyMax U calTax.

7. He oTkpbiBail ¢ailsibl 1 Apyrue BIOKEHHS B MUChbMaxX JaXke €CIH OHU
MPUILIA OT TBOUX JApy3ei. Jlydie yTouyHU y HUX, OTIPABISIIN JTU OHU TEOE ITH
Gaitbl.

8. Ilocine oxoHuyaHus pPabOTHI HAa TOYTOBOM CEPBUCE NEpes 3aKpbITUEM
BKJIAJIKM C CAUTOM He 3a0y/1b Ha)KaTh Ha "BeriiTu".

Kn0epOy1imHr wiim BUPTyaibHOE U3/1€BaATEIbCTBO

KubepOymauHr  —  mpeciieloBaHHE  COOOILEHUSIMHU,  COZAEpK AWMU
OCKOpOJIeHMS, arpeccuro, 3aIyTMBaHNUE; XyJINTAHCTBO; COLIMAIbHOE
OOMKOTHUPOBAHUE C MTOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KNOEPOYITMHIOM:

1. He Opocaiics B Ooi. JIyumunii cioco0: mocoBEeTOBAaThCS Kak ceOsl BECTH H,
€CJIM HET TOro, K KOMy MOXHO OOpaTUThCSA, TO BHayale yCHOKOUThCS. Eciau Thbl
HaYyHEllb OTBEYaTh OCKOPOJICHHSIMU Ha OCKOPOJICHHS, TO TOJBKO elle OoJiblie
pa30AOKeIb KOH(QIUKT.

2. Yropasisii cBoeil kubeppenyTraiue.

3. AHOHMMHOCTh B ceTM MHUMasA. CyIeCTBYIOT CIOCOOBI BBIICHUTB, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM.

4. He ctouT BecTH XyJIWUTAaHCKUA 00pa3 BUPTyalbHOW Xu3HU. VHTEepHET
buKCUpyeT BCce TBOM JEHCTBUS M COXpaHAET HMX. YJaJIUTh WX OyneT KpaiiHe
3aTPYAHUTEIBHO.

5. Coburo1aii CBOM BUPTYaJIbHYIO YECTh CMOJIOY.

6. Urnopupyit eaunmunHbli HeraTtuB. OJHOpa30Bble OCKOPOUTETHHBIC
COOOIICHMS JIydllle WrHopupoBaTh. OOBIYHO arpeccusi NpeKpamaercs Ha
HavyaJIbHOM CTaINH.

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTb OJIOKUPOBKH OTIIPaBKH COOOUIEHUH C
OTPEJIETICHHBIX aJIPECOB.

8. Ecnu Tb1 cBUneTens kubepOyiunra. TBou JeHCTBUS: BBICTYIIUTh
MPOTHUB MPECIIEAOBATENS, TOKA3aTh €MY, UTO €ro JACHCTBUS OIIEHUBAIOTCS
HETaTUBHO, MOJAEPKATH )KEPTBY, KOTOPOIM HYHA MCUXOJIOTHYECKAS] TOMOIIb,
COOOIIUTH B3POCIBIM O (paKTe arpecCUBHOIO MOBEICHUS B CETH.

MooOuabHbIi TesedoH
CoBpeMenHble cMapT)OHBI W TUIAHIIETHI COJEpKaT B ceOe BIIOTHE

B3pOCIbIA GYHKIMOHAN, U TENEPh OHU MOT'YT KOHKYPUPOBATh CO CTALIMOHAPHBIMU
KoMIibtoTepamMu. OHAKO, CPEACTB 3AIIUTHI ISl TOJOOHBIX YCTPOUCTB MOKA OYEHb



mano. TecTupoBaHME€ M TMOUCK YSI3BUMOCTEM B HHUX MPOUCXOJUT HE Tak
MHTEHCUBHO, Kak Juis [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIBbHBIE Opay3epbl YK€ NPAKTUUYECKU JOTHAJIU
HACTOJIbHBIE aHAJIOTH, OJHAKO pacliMpeHue (yHKLIHMOHaJa BJIEYET 3a cOoOOM
0O0JIBIIYIO CII0)KHOCTh M MEHBIIYIO 3aIIUILEHHOCTb.

Jlaieko He Bce NPOU3BOIUTENN BBITYCKalOT OOHOBJIEHHMS, 3aKpbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JIJIsI 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

1 Hwuuero He sBisieTcs MO-HAcTOsIeMy OecIiaTHBIM. Byns ocTopokeH,
BeJlb Korjaa Tebe mpe/iaraloT OeCrIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KAKHE-TO IJIATHBIE YCIIYTH.

2 Jlymaii, mpexae ueM oTnpaButb SMS, ¢oto miam Bumeo. Tbl TOUYHO
3HAEIlIb, I'/I€ OHU OYAYT B KOHEUHOM UTOre?

3 Heo6x01MM0 OOHOBIISITE ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(oHa.

4. Vlcionp3yil aHTUBUPYCHBIE IPOTPAMMBI /111 MOOMJIBHBIX TEJIE(POHOB.

5. He 3arpy»xail IpHI0’)K€HHUsI OT HEU3BECTHOI'O HCTOYHHUKA, BEIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOTrPaMMHOE 00ECIICUEHHE.

6. Ilocne TOro Kak Tbl BBIAJEHIL C CaiTa, T[AE BBOJAWI JIMYHYIO
uH(popMaIHIo, 3aiiI1 B HACTPOHKHU Opay3epa u yaanu Cookies.

7. lleppuoanuecku TpoBepsAll KakWe IUIATHBIE YCIYTH AKTUBUPOBAHBI Ha
TBOEM HOMEDE.

8 JlaBail cBOil HOMEp MOOWJIBHOTO Tene(OHA TOJIBKO JIFOJISIM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSCIIb.

9. Bluetooth moykeH ObITH BBIKIIOYEH, KOT/IA Thl UM HE MoJib3yembed. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsi

CoBpeMEHHbBIE  OHJIAWH-UIPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOIIME
pa3BieueHusl, OObEIUHSIONINE COTHU THICAY YeJIOBEK MO Bcemy Mmupy. WUrpoku
UCCIIEYIOT JTaHHBIM UM MHp, OOINAIOTCA JIPYT C JPYrOM, BBINOJHSIOT 3aJlaHusl,
CPKAIOTCS C MOHCTPAMH M IOJIYYarOT OIBIT. 3a yJOBOJBCTBUE OHH IUIATST:
MOKYMNAaroT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce aTu cpenctBa uayT Ha MOAJEPNKAHWE U PA3BUTHE UIPHI, & TAKKE HA
camy 0€30IMaCHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMbI aBTOPHU3ALIMH, BBITYCKAIOTCS
HOBBbIE MaTuu (UMQPPOBBIE 3aIIaTKU JJII MPOrpaMM), 3aKPbIBAIOTCS YA3BUMOCTHU
CEPBEPOB.

B monoOHBIX Wrpax CTOMT omacaTbCsi HE CTOJIBKO CBOMX COIEPHHKOB,
CKOJIBKO Kpa)Xu TBOEro MapoJjisi, Ha KOTOPOM OCHOBAaHA CUCTEMA ABTOPHU3ALNU
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecam apyroit urpok BeaeT ceOsl II0X0 WK CO37aeT Te0e HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB.

2. Iloxamy¥icd anMUHUCTpPATOpaM MIPHl Ha INIOXO€ IIOBEAECHUE HTOTO
UTPOKA, KENATEIbHO NPUIIOKHUTh KAKHE-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB.

3. He yka3biBaii muunyto nHGOpMaIKIo B Ipodaiiie urpsl.

4. YBaxxall APyTUX y4aCTHHUKOB I10 UTPE.



5. He ycTanaBnuBaii Heo(uImaabHbIe MMaTYd U MOJIBI.

6. Vcrionb3yii clIoKHBIE M pa3HbIe TTAPOJIH.

7. Jlaxxe BO BpeMsi UIPbl HE CTOUT OTKIOUYaTh aHTUBUpYC. [loka ThI
Urpaelilb, TBOM KOMITBIOTEP MOT'YT 3apa3UuTh.

OUINHHT WA Kpaika JINYHBbIX JaHHBIX

OOBIYHOM KpaXkel EHEeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yIHUBHIIIb,
HO C pPa3BUTUEM HHTEPHET-TEXHOJOTHH 3J0YMBIIUICHHUKH TEPEMECTUINCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS " TIOOMMBIM" JIEITOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOILICHHUYECTBA WM (DHUILWHT,
TJIaBHAs 1E€Jb KOTOPOrO COCTOMT B TOJYYCHUM KOH(PHICHIHATIBHBIX JTaHHBIX
MoJIb30BaTeNNe — JIOrMHOB U maposieid. Ha anrnmiickom si3pike phishing unrtaercs
kak ¢uuHr (0T fishing - peiOHas noBs, password - mapob).

OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1 Cneau 3a CBOUM aKKayHTOM. Eciu Thl 1ojo3peBaelib, YTO TBOSI aHKETa
Obula  B3JIOMaHa, TO HEOOXOAMMO 3a0JOKMpOBaTh €€ U COOOUIMTH
aJIMUHUCTpATOpaM pecypca 00 3TOM Kak MOKHO CKOpee.

2 Hcnonb3yit Oe3omacHble BeO-CaliThl, B TOM YKCJIE, UHTEPHET-Mara3uHoB
Y TIOUCKOBBIX CUCTEM.

3 Hcnonw3yit cioxHble W pa3Hble mapoiu. Takum oOpa3om, ecinu TeOs
B3JIOMAIOT, TO 3JOYMBIIUICHHUKH TOIy4YaT JOCTYN TOJIBKO K OJHOMY TBOEMY
IPOQUIIIO B CETH, a HE KO BCEM.

4. Ecnu Tebs B3moManu, TO HEOOXOAMMO MPEAyNpPEINTh BCEX CBOHX
3HAKOMBIX, KOTOpbIE TOOABJIEHBI y T€0S B APY3bsIX, O TOM, UYTO T€Os B3JIOMAIIH H,
BO3MOXKHO, OT TBOETO UMEHH OYyJIET pacChIaThCS CIIaM M CCHUIKH Ha (DUIIMHTOBHIE
CaWTBHL.

5. YcranoBu HanexHbIi mapois (PIN) Ha MoOwmibHbIN TenedoH.

6. OTKIIIOUM COXpaHEHHUe Naposis B Opaysepe.

7. He oTkpeiBail (haiiel ¥ JApyrue BIOKEHUS B MHUChbMaxX JNaKe €CIU OHH
MPUIILTA OT TBOUX JApy3eil. Jlydile yTouHHu y HHMX, OTHPABIISUIA JIU OHU TeOe ITU
Gbab.

Iu¢pposas penyranus

[MudpoBas pemyrauus — 3TO HETaTUBHASI WJIM MO3UTHBHAS MHGOpMALMS B
cetu o Tebe. Kommpomerupyromas HHQOpManus pa3MelleHHass B WHTEpPHETE
MOET CEpPbEe3HbIM 00pa30M OTPA3UThCS HA TBOEH peasibHOM ku3HU. "lludposas
penyTanus" — 3TO TBOM UMUK, KOTOPBIA opMupyeTcs u3 uHdopmaluu o Tedbe B
WUHTEPHETE.

TBoe MecTo IKHTENbCTBa, Y4eObl, TBOE (DMHAHCOBOE TIOJIOKEHUE,
O0COOCHHOCTH XapaKTepa U pacckasbl O OJIM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue moApOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJIMKAllMU JINYHOU
uHpopMaiuu B HTepHeTe, HE MOHMMAs BO3MOXKHBIX MOCHeNCTBUM. Thl gaxke He
CMOXKEIIb J0rafaTrbcs 0 TOM, uTo dororpadusi, pa3MenieHHas 5 JIeT Ha3aj, cTaja
IPUYMHON OTKa3a NPUHATH TeOsl Ha paldoTy.

KommenTapuu, pazmenienue TBoux (pororpaduii u qpyrue AelcTBUsS MOTYT



HE HMCYE3HYTh Ja)XXe MOCJe TOro, Kak Thl MX yNaluilb. Thl HE 3Haellb, KTO
COXpaHWJ 3Ty UHPOpPMAIMIO, TOMaja JIM OHAa B IIOMCKOBbIE CHCTEMBl U
COXpaHWJIAch JHM OHA, a TJaBHOE: YTO MOAYMAaIOT O Tebe OKpYyKarollee JIOH,
KOTOpbIE HaWAYyT U YBUAAT 3T0. HaliTu mH(pOpMAIUi0 MHOTO JIET CIYCTS CMOXET
1100011 — Kak U3 J0OPBIX MOOYXKIEHUH, TaK M ¢ HAMEPEHUEM MIPUYUHHUTD Bpell. ITO
MOKET OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI I10 3aIIUTE IUGPOBOH pEIyTaLUH:

1 ITlogymaii, mpexxae ueM 4YTo-TO MyOJMKOBaTh U TepenaBaTth y cels B
0JIoT€ WU B COLIMAJIBHOM CETH.

2 B mnactpoiikax npo¢uisi yCTaHOBHM OTpaHUYEHUS Ha MPOCMOTP TBOETO
powIIsL U €ro COACPIKUMOTO, CACNIald €ro TOJIBKO "ist Ipy3eit”.

3 He pa3smemaii u He yka3biBail HHGOpPMAIUIO, KOTOpask MOKET KOTO-JIN00
OCKOPOJISITh WK OOMKATh.

ABTOpCKOE NPaBo

CoBpeMEHHbIE IIKOJIBHUKM — AaKTHUBHBIE IIOJIb30BaTeIM LU(POBOIrO
npoctpaicTBa. OQHAKO JaJEKO HE BCE 3HAKOT, YTO II0JIb30BAHWE MHOTIMMU
BO3MOXKHOCTSIMU ~ LIUPpoBOro  Mupa TpeOyeT  coONoJieHuss 1paB  Ha
WHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH "WHTEUIEKTyaldbHass COOCTBEHHOCTBH" OTHOCUTCA K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HAauyMHasg C HOBBIX H300pETEHH W 3HAKOB,
0003HayarMmuXx COOCTBEHHOCTh HA MPOAYKTBI U YCIYTH, U 3aKaHUMBasi KHUTAMH,
doTorpadusiMu, KHHOPUIBMAMHU U MY3bIKAJIbHBIMUA TPOU3BEICHUSAMH.

ABTOpCKHE TpaBa — 3TO IpaBa Ha MHTEIUIEKTyaJbHYI) COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JTUTEPATypbl U UCKYCCTBA. ABTOPCKHUE MpPaBa BHICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HMHTEJUIEKTYyaJIbHBIN/TBOPUYECKUI TPy aBTOpa He
OyZeT HampacHbIM, JacT €My CIpaBeUIMBbIEé BO3MOXKHOCTH 3apaloTaTth Ha
pe3yiapTaTax CBOEro TpyJa, MOJYYUTh HM3BECTHOCTh U mNpu3HaHue. Hukro 06e3
paspelleHuss aBTOpa HE  MOXET  BOCIPOU3BOAUTH €r0  IPOU3BEICHMUE,
pacnpocTpaHsiTh, IyOJMYHO JE€MOHCTPUPOBAThH, IPOJaBaTh, WMIIOPTUPOBATD,
NycKaTh B MPOKAT, MyOJUYHO HCHOJHSATH, MOKA3bIBATH/UCIIONHATh B 3(Upe WU
pasmemats B MHTEpHETE.

Hcnonb3zoBanue '"mUparckoro" NpPOrpaMMHOrO OOECHEUYEHUS] MOXKET
IIPUBECTM K MHOTMM pHUCKaM: OT IMOTEPU JAHHBIX K TBOUM akKKayHTaM [0
OJIOKUPOBKHM TBOETO YCTPOWCTBA, I'Ji€ YCTAaHOBJIEHA HeJleranbHas nporpamma. He
CTOUT TaK)Xe 3a0bIBATh, YTO CYIIECTBYIOT JIETAJbHbIE U OECIIaTHBIE MPOTrPaMMBlI,
KOTOPBIE MOKHO HAalTH B CETH.

O nopraJue

CeteBu4OK.p(h — TBOH TJIaBHBIN COBETUYMK B CETH. 371€Ch Thl MOXKEIIIb Y3HATh
0 0€30MacHOCTH B CETU MOHSITHBIM U JOCTYIHBIM SI3bIKOM, a TP BO3HUKHOBEHUU
KPUTHYECKON CHUTYyallMM OOpaTUThCA 32 COBETOM. A TakXe MPUHATh y4acTUE B
KOHKYPCaX U CTaTh CAaMbIM ITU(POBBIM IPaKIaHUHOM !



